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MEMORANDUM FOR THE PRESIDENT ‘ : :

SUBJECT: Proposed Foreign Intelligence Surveillance Bill

You will recall that, in connection with your decision to seek
legislation requiring warrants for foreign intelligence sur—
veillance, you indicated that the Department of Defense should
participate in drafting the provisions. On April 28 the Depart-
ment of Justice sent a draft of the legislative language to my
General Counsel. On April 29 the latter transmitted about
twenty proposed changes--twelve of them substantive--to which
the Department of Justice replied on April .30, adoptlng ‘some
and reJectlng others.

The Department of Justice draft bill, as it stands after this
exchange, has limited but serious defects in two respects:

(1) it does not provide adequate protection for sensitive
security sources and information; and (2) it requires the
security agencies to meet disablingly complex standards before
they may engage in communications and signals intelligence
activities.

I have suggested amendments that would cure these defects

-without any adverse impact on the civil rights of United States
i citizens. As I understand his position, the Attorney General
agrees that the amendments I have proposed are legally proper
and administratively feasible, His reservation is that, if
made, they might cause the loss of some of the proposed sponsors
of the bill or some votes in committee or on the floor. I
believe these matters are sufficiently important to justify
some political risk at the outset of the legislative process.
The activities affected by this legislation are crucial to the
obtaining of adequate intelligence foryou.

+

My concerns are as follows:

(1) At five important points, the draft bill creates situations
that require sensitive security information to be exposed, and
thus increases the risk that it will be compromised:

First: As the bill is drafted, the court will review the
certificates by the intelligence agency that must accompany each
application for a warrant (to the effect that the information
sought is foreign intelligence information) using an “arbitrary
and capricious" standard. That standard permits and encourages
the court to require more disclosure than would be the case under
the narrower "clearly erroneous" standard which you approved.
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. the court to-ask for back-up information; one of these goes so far .
tas to require the intelligence agency to provide complete transcripts
from earlier electronic surveillance activities when it appliﬁs for
an extention of a prior warrant.

Third: The standard established for disclosure in connection
with law enforcement activities does not contain the necessary
requirement for weighing the adverse effect of disclosure on
national security.

Fourth: The standard for disclosure in unrelated criminal court

proceedings is not stringent enough to protect the natiomal security.

Fifth: The bill requires public disclosure of the identity of the
judges to whom foreign intelligence warrant—approval duties will be
assigned. This is unnecessary and increases the risk they will
become targets for foreign intelligence-gathering activities.

(2) At two points the bill creates what I regard to be unrealistic
roadblocks to the gathering of legitimate forelgn intelligence
information: . :

First: The bill does not permit a warrant for more than 90 days
against entities that are both directed and controlled by foreign
governments, unless the security agencies can demonstrate that
these entities are "openly acknowledged" by the foreign government
that directs and controls them. Such open acknowledgment is seldom
the case.

- Second: The bill does not permit a warrant to be obtained unless
the foreign intelligence information that is sought cannot feasibly
(as contrasted to 'reasonably') be obtained by other methods. A
standard of reasonableness is, it seems to me, much more appropriate.

I believe that changes to correct these deficiencies can be made in -
a manner consistent with your decisions on PRM-11/1. Moreover, I
strongly believe that the Administration bill should contain adequate
safeguards in these respects. The Department of Defense and the
securlty agencies, who are charged with obtaining this information
for you from the communications of foreign powers, are willing to
assist in explaining these concerns to the Congress in an effort

to get a satisfactory, workable bill enacted. My views and proposed
changes are set out more fully in the attachment hereto.

cc: The Vice President ’

The Secretary of State . P
The Attorney General
The Director of Central IntelligenceLf/
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- Some of the principal additional details with respect to the Department of © -
.——Defense objections and proposed changes to the Department of Justice draft
bill on foreign intelligence survelllance are set out below.

A. Protection of Security

1. The standard used to review the certification by the Executive Branch:
Under the statutory plan, the Executive Branch will certify that the informa-
tion sought is foreign intelligence information, that the information cannot

~ be obtained by other means, and that.the surveillance is required for a certain
period of time (up to one year in the case of surveillance of foreign powers).
Under the policy guidance issued by you, the certification with respect to
surveillances of U.S. persons was to be reviewed by a 3udge who could refuse
a warrant only if the certificate was "clearly erroneous" ~— that is, only
if from the face of the certification the judge could determine that a mistake
had been made. The purpose in choosing the '"clearly erroneous” standard,
after considerable debate by the PRM~1l subcommittee, was to limit, to the
extent possible, substantive review by the court of matters within the
certification.

_The current draft of the bill uses an "arbitrary and capricious" standard
instead. That is a major change, which in effect forces the judge into a
detailed analysis of the facts and gives wider discretion to deny the warrant.
This is an extension of the protection contained in S 3197 (the Kennedy bill)
last year which permitted no substantive review of the certification under
any standard. The "arbitrary and capricious' standard permits a judge to
"second-guess' the Executive Branch as to what is foreign intelligence
information, what alternatives are available to get the information, and
how long the collection of the information will take. I believe that to be
unwise. It also opens the door to the disclosure of a great deal of sensitive
security information because, under an "arbitrary and capricious" standard,

a judge can deny the warrant if additionmal information is not provided, and
that denial would be upheld on appeal preventing the agency from gathering
information from the target designated in the application. TUnder the
"clearly erroneous"” standard the judge is limited to the information presented
in the certification and has no basis on which to request more.

. 2. Statutory authority for judges to request additiomal informatiom: A
related problem is raised by two provisions in the current draft that speci-
fically authorize judges to require the security agencies to submit additional
‘information before approving the application for a warrant. I am concerned

- that the inclusion of these provisions undercuts the intent of the bill mot
to permit a judge ta go behind the certification of the Executive Branch
except in a very limited way. I am even more concerned about the requirement
that on renewal applications, after the original warrant has run out, the
security agencies could be required to disclose the information in the
transcripts obtained from surveillance under the origimal warrant.
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3. Standard for disclosure of foreign intelligence information for law
enforcement purposes: The current draft of the bill permits disclosure of the
information acquired by the security agencies for law enforcement purposes.

I believe it very important to add the qualification that such a disclosure
be made only if national security interests would not thereby be jeopardized.
There is no difference between the Attorney General's position and my position
on the underlying policy. We differ only on the need for express statutory
recognition that national security interest may, in some instances, take
precedence over law enforcement interests. I believe that the policy
declarations of this bill with respect to law enforcement uses of foreign
intelligence information could be mlslnterpreted without such an express
authorization. :

4. Standard for disclosure of foreign intelligence informatiom in court
proceedings: Any defendant in any criminal case is entitled to make a motion
demanding that the government canvass all agencies to determine if any of the
" defendant's communications have been intercepted, whether related to his
pending case or not. When a demand for disclosure is made, the judge has to
determine whether the communications at issue were obtained unlawfully. If
they were, then they must be dlsclosed. If they were not, no disclosure
- is necessary. The problem arises because many judges have decided that the
communications must be disclosed for the purpose of making the determination
whether the surveillance was unlawful. '

It is appropriate in this bill to include a basic protection agalnst this kind
of disclosure because the bill also requires that all foreign intelligence
surveillance be conducted pursuant to court order. There should be only a
very limited number of cases where there is any need for a judge to disclose
to the defendant the contents of the communication in order to make the
determination whether the court order permitting that particular electronic
surveillance was properly entered. The standard in the current draft is not
sufficient to limit unnecessary disclosure. It provides:

“"The court may disclose to the aggrieved person portions

of the application, order, or transcript only in compelling
situations where the harm to the national security is out-
weighed by the requirements of due process.”

That standard puts the burden on the government to demonstrate harm to the
national security (which may require the disclosure of even more sen31tive
foreign intelligence information) and constructs a balancing process
weighted in favor of disclosure. I have proposed an alternative.

"In making this determination, it shall be presumed that
there would be substantial harm to the national security 7
if any disclosure were made of any portion of the application,

Ay
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order, or transcript, and the court may not disclose to any
person claiming to be aggrieved any portion of such documents
except under compelling circumstances where the substantial
harm to the national security is outweighed by the most
fundamental requirements of due process."

5. Public designation of the seven—judge panel and special review court:
The Chief Justice of the United States will designate the judges to serve on
the seven-judge panel that will entertain requests for warrants and the
three-judge panel that will review cases where the request for a warrant is
denied. The draft bill specifically provides that these judges be publicly
designated. I have expressed to you before my substantial concern that
placing the responsibility on a limited number of judges for approving all
communications and signals intelligence-gathering operations within the
United States will make these judges possible targets for the intelligence
activities of foreign powers. I see no need to enhance this possibility by
making a public designation of these panels. There is no additional protec—
tion for United States persons inherent in making public the names of these
judges unless one believes that the Chief Justice will not exercise his
selection responsibilities fairly. The names of the judges would be
available to Congress should there arise an occasion to exercise oversight
responsibility with respect to the Chief Justice's selections.

B. Substantive Standards to Be Met in-Obtaihingfa Warrant

The draft bill sets out in detail the standards that the security agencies
must meet in order to support an application for a warrant permitting them

to conduct electronic surveillance. These standards in general appear to

‘be workable. I have two important reservations, however, where the standards
are unrealistically stringent and would umnecessarily restrict the collection
of foreign intelligence information without offering any additional protec—
tion for the civil rights of United States citizens. '

1. Entities directed and controlled by forelgn govermments: The
current draft includes in the definition of "foreign power" entities that
are directed and controlled by foreign governments. It divides these
entities into two categories: those "openly acknowledged” by foreign
governments to be directed and controlled by them, and those that are in fact
so directed and controlled but not openly acknowledged. A one-year warrant
and limited certification would be permitted only with respect to the
“"openly acknowledged" category. The "clandestine" category could be inter-
cepted only under a 90-day warrant and with a more extensive factually-
oriented certification as to the basis for the assertions that the informa-
tion sought is foreign intelligence information and that the information
cannot be obtained by other means.
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I believe this formulation to be too restrictive. The security agencles
will be required to demonstrate that an entity is both directed and
.controlled before it will be permitted to take advantage of the special
year-long warrant. That standard is very stringent since "directed" requires
a separate showing from "controlled." Entities that are in fact directed
and controlled by a foreign government are extensions of that government and
should not receive additional protection against electronic surveillance.

2. Other alternative means of‘obtaiﬁing the fofeign intelligence
information: Under the current draft of the bill, the application for a
" court order must include a certification -

"that such informatlon cannot fea31b1y be obtalned
by normal 1nvestigat1ve techniques." :

I am concerned about this requirement because, if strictly construed, it
means that there is no way to obtain the information by other means. I

am also concerned because the phrase "normal investigative techmiques"
includes a broad range of activities and what is "normal" in one kind of an
investigation may not be "normal" in another. I think that a better, more
understandable, formulation would be

"that such information cannot reasonably be attained
by other less intrusive investigatory techniques.”

I understand that the current political climate and the commitment of your
Administration to limiting electronic surveillance to proper uses require
this bill to include all necessary safeguards of the civil rights of our
citizens. The points I raise now are essentially technical ones because
they do not impinge significantly on that concern. I want to be careful
not to limit the foreign intelligence information available to you, when
obtained from legitimate targets, and I believe that the substantial

credibility of your Administration can overcome any opposition to the
changes I propose that may have arisen in the past.
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QFFICE OF THE SECRETARY OF DEFENSE

April 21, 1977

Memo For_ ADMIRAL TURNER, DIRECTOR QF CIA e

aave Red sty
oz

/

/

Secretary Brown requested that you get a
- copy of the attached prior to your meeting
with the President on 22 April 1977.

el T o,

ELMER T. BROOKS
Colonel, USAF
Military Assistant

Attachment

{

ILLEGIB
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THE SECRETARY OF DEFENSE

X V274

Attached is a copy of your “memorandum to the President on Judicial

Scrutiny of Signals Intelligence.

Attachment

SECRET/SENSITIVE
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Based on the President's comments,
we should now be able to complete our electronic surveillance proposal

Zbigniew Brzezinski
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HEMORANDUM FOR THE PRESIDENT '/ 45 ng“*‘/
SUBJECT: Judicial Scrutiny of Signals Intelligence L&xﬂg/éﬂw”t

Following our telephone conversation of last evening in which |
mentioned the Department of Defense's position in the matter as transmitted
to you in Charles Duncan's memo of April 15, | have reviewed the three
current proposals for providing judicial scrutiny of signals intelligence
operations conducted from receivers within the United States. It should
be noted that this includes operations targeted on a variety of communi=
cations: e.g., between a foreign embassy in the U.S. and its home capital;
between ejther and its agents in the U.S.; between foreign persons or
places outside the U.S. but intercepted by a receiver inside the U.S.

| am in favor of the proposal endorsed by the PRM/NSC-11 subcommittee;
| can support a compromise proposal suggested after the subcommittee
finished its work (and described in Charles Duncan's memo); | cannot

. support the proposal endorsed by the Attorney General.
s castmrmepe - —

Each of the three proposals is the same in certain key'respects;

First: None of these proposals is necessary to meet constitutional
requirements. Surveillance of foreign powers and their agents (whether
U.S. citizens or aliens) without express statutory authority or a warrant
is permitted under the President's constitutional power to conduct foreign
affairs. Not the acquisition, but its use for other purposes, of information
incidentally obtained about U.S. citizens, could raise legal and almost
certainly would raise political problems. The critical consideration is,
therefore, not how to meet legal requirements but how to balance the need
to promote public confidence that the Executive Branch is acting properly
in this field and the need to conduct a broad range of effective signals
intelligence activities within the United States.

Second: Each of these proposals would provide express statutory
authorization for signals intelligence operations conducted from
receivers within the United States. | agree with the Attorney General's
assessment that this legitimation is important politically.

Third: Each of these proposals would require a judicial warrant if
the target of the intelligence-gathering activity is a U.S. citizen or
resident alien (a 'U.S. person'). This is the most important aspect of
the protection of civil rights within the United States. 1| agree with the
Attorney General that it is desirable and feasible to have an independent,
neutral judge as the final authority in these cases.

Approved For Release 2004/10/20 : CIA-RDP80M00165A000800200007-8
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available a very limited category of signals intelligence: communications
by or about U.S. persons that are obtained as an incidental result of the
Intercept of communications from or to a foreign power, including its
instajlations in the U.S.

oA —g 2 1

The PRM/NSC-11 Subcommittee Proposal: No warrant would be required
to collect or retain information from these communications, but the retention
and dissemination of this information would be permitted only in accordance
with "minimization' procedures approved by the Attorney General. These
procedures set out standards defining the legitimate foreign intelligence
interests of the agency collecting the information.

! support this proposal because it provides strict quidelines for
retention and dissemination of information, where abuses might occur that
could affect civil rights, but does not interfere with collection of
information, where | perceive no risk of abuse. It utilizes the same
method of imposing "minimization" procedures that has been developed, with
the approval of the courts, in the law enforcement field.

The Compromise Proposal: No warrant would be required to collect
information from these communications. A warrant would be required to

. retain or disseminate such information, once _collected, unless the U.S.

person involved gave consent (as, for instance, an Executive Branch
official) or the identity of the U.S. person were deleted.

I can also support this proposal although it is more intrusive on
intelligence operations. This proposal essentially moves from the Attorney
General to the court the function of assessing and approving conditions
under which information can be retained or disseminated. The risk of
exposure of sensitive operations is limited because the agency collecting
the information has the options of seeking consent, deleting identifying
data, or not retaining the information at all rather than seeking a

. Judicial warrant.

The Attorney General's Proposal: A warrant would be required to
collect all information within the United States regardless of the target,
the likelihood that communications by or about U.S. persons would be
involved, or the sensitivity of the operation. The warrant might be granted
in @ way that would give broad authorization as to the target and the time
during which the surveillance could be maintained.

| cannot support this alternative because the requirement of a warrant
for every signals intelligence coilection activity in the United States
Increases the risk of exposure of sensitive operations; | do not believe
that the marginal additional political acceptability in this alternative
outweighs this risk. Moreover, the authorizations envisioned by this

.

2
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method of intercept, time of intercept, expected spec information to

be acquired) and would be of extended duration (up to a year). They would
-z ehys differ from law-enforcement warrants. | am concerned, ther?fore.

that while meeting political concerns about lack of a warra?t_prsgr to

intercept, this proposal would be subject to criticism by csv!l rights

advocates. |In practice, such warrants, because they are so different

from fourth-amendment warrants, might not be granted by tbe courts,

which may choose to apply fourth-amendment standards de§p!t? the separate

statutory authority. {n addition, placing this responsn?»llty on the courts,

or even a limited number of judges, would make them possible targets f?r the

intelligence-gathering operations of foreign povers, a résu!t ! think is

undesirable. Though the judiciary is notably discreet, it is not (nor

should it be) accustomed to the security practices that are ?eeded for

- protecting intelligence information and procedures from forexgn espionage

agents.

Whatever your decision, | request that the Department of Defense join
in the drafting of the specific legislation. :

3
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